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What you need to

know about your GP
online records
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Remember

Your GP records are important and you should keep them safe and secure, just like your
bank account details.

No one should force you to share your GP records. You have the right to say no. If this
happens, tell your surgery as soon as you can.

Take extra care when using a shared computer. Keep your login
details in a safe place and remember to log out.
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Using a shared computer

You need to take extra care when using a shared computer to look at your GP records online.
This could be at the library, at work, at university or at home. To protect your personal
information from others when using a shared computer, you should:

¢ Look around to see if other people can see what is on the computer screen. Remember,
your GP records contain your personal information.

e Keep your username and password secret. Just like your bank account PIN, you would not
want others to know how to get into your GP records.

¢ Make sure you log out when you finish looking at your records, so that no one else can
see your personal information or change your password without your knowledge.
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Keeping your username and password safe

When you register to use GP online services, your surgery will give you a username and
password, which you will use to log in. You should not share your login details with others.
To protect your information from other people:

e You should keep your password secret and it is best not to write it down. If you must
write it down, keep a reminder of the password, not the password itself. This should be
kept in a secure place.

If you think someone has seen your password, you should change it as soon as possible.
You may want to call your surgery if you are not able to change it right away, for
example, when you do not have access to the internet.

You should not share your user name or password. No one should force you to show
them your login details, you have the right to say no. If someone forces you, tell your
surgery as soon as possible.
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A few things to think about

There are a few things you need to think about before registering for online records. On
very rare occasions:

* Your GP may not think it in your best interest for you to look at your GP records online.
If this happens, your GP will discuss their reasons with you. It is up to your GP to decide if
you should be allowed access to your online records.

* You may see your test results before your doctor has spoken to you about them. This may
be when you cannot contact your surgery, or when your surgery is closed. This means you
will need to wait until an appointment is available to talk to your doctor.

* Information in your medical records might need correcting. If you find something you
think is not correct, you should contact your surgery. The staff will be able to answer your
questions and set things right when needed. Please bear in mind that you cannot change
the record yourself.

* There may be information in your medical records that you did not know was there
or that you had forgotten about, such as an illness or an upsetting incident. If you see
anything you did not know about that worries you, please speak to your surgery and they
will discuss this with you.

* If you see someone else’s information in your record, please log out immediately and let
your surgery know as soon as possible.

* If you have questions about any of the above points, please talk
to your surgery and they will be able to advise you further.
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« Demographic data
« Investigation results including numerical values and normal ranges
« Problems/diagnoses

« Procedure codes (medical and surgical) and codes in consultations (symptoms and
signs)

« Biological values (BP and PEFR)
« Immunisations

« Medication

« Allergies and adverse reactions

« Codes showing referrals made or letters received
« Other codes (ethnicity, QOF)




